Utah Military Academy
5120 S 1050 W
Riverdale UT 84405

NOTICE OF DATA BREACH

The purpose of this letter is to notify you about the unauthorized access, acquisition,
disclosure, loss of access, or destruction of your personal data held by Utah Military Academy
(“UMA”). This notice has been provided to you without unreasonable delay as described in Utah
Code § 63A-19-406. At this time the scope of the data breach has been determined, and the
integrity of the affected system has been restored.

What Happened?

A malicious individual accessed our bank account, including our payroll system. Based on
log information obtained from our bank, there is no evidence to suggest that the threat actor
obtained access to any current or former employee’s full bank account numbers.

What Personal Data Was Involved?

We use this bank account to initiate payroll payments to UMA employees. Although the
account could permit access to current and former employee names, their banks’ routing
numbers, and a portion (the last 4 digits) of their direct deposit bank account number, we do not
believe the individual accessed this or any other information. Given the type of data available on
the bank portal, we do not believe there is a reasonable risk that the data could be used to commit
theft, fraud, or other harmful activity.

What We Are Doing.

We have implemented additional security measures designed to prevent reoccurrence of
such an attack and to protect the privacy of your personal data. We are also working closely with
law enforcement so that this incident is properly addressed.

Although we have no evidence that any of your personal data was actually accessed or
misused, we have also arranged to offer you, at no cost to you, acomprehensive credit monitoring
service for two (2) years provided through Epiq — Privacy Solutions ID. Instructions on how to
activate these services are below:

1) Visit www.privacysolutionsid.com and click "Activate Account."

2) Enterthe activation code sent to you via email, mail, or text and complete the enrollment
form.

3) Complete the identity verification process.

4) You will receive a separate email from noreply@privacysolutions.com confirming your
account has been set up successfully and will include an Access Your Account link in the
body of the email that will direct you to the log-in page.



5) Enter your log-in credentials.
6) You will be directed to your dashboard and activation is complete.

Additional information describing your services is included with this letter in (“Other Important
Information”).

What You Can Do.

As a precautionary measure, we recommend that you remain vigilant by reviewing your
account statements and credit reports closely. If you detect any suspicious activity on an account,
you should promptly notify the financial institution or company with which the account is
maintained. You also should promptly report any fraudulent activity or any suspected incidence
of identity theft to proper law enforcement authorities, including the Utah Attorney General and
the Federal Trade Commission.

Please also review the “Other Important Information” document included with this letter
for further steps you can take to protect your information, including recommendations by the
Utah Attorney General’s Office, the Utah Division of Consumer Protection, the Utah Department
of Public Safety and Statewide Information and Analysis Center, the Federal Bureau of
Investigation, the Federal Trade Commission, and the Securities and Exchange Commission.

Sincerely,

LTC William K. Orris, EdD
Superintendent
Utah Military Academy



OTHER IMPORTANT INFORMATION

Additional Information Regarding Your Complimentary Credit Monitoring and Identity
Protection Services.

Enrollment Deadline: December 31, 2026
Coverage Length: 24 Months
Product Features:
e 1-Bureau Credit Monitoring with Alerts
o Monitors your credit file(s) for key changes, with alerts such as credit inquiries,
new accounts, and public records.

e VantageScore® 3.0 Credit Score and Report'
o 1-Bureau VantageScore® 3.0 (annual) and 1-Bureau Credit Report.

e SSN Monitoring (High Risk Transaction Monitoring, Real-Time Authentication Alerts,
Real-Time Inquiry Alerts)

o Detect and prevent common identity theft events outside of what is on your credit
report(s). Real-time monitoring of SSNs across situations like loan applications,
employment and healthcare records, tax filings, online document signings and
payment platforms, with alerts.

e Dark Web Monitoring
o Scans millions of servers, online chat rooms, message boards, and websites across
all sides of the web to detect fraudulent use of your personal information, with
alerts.

e Change of Address Monitoring
o Monitors the National Change of Address (NCOA) database and the U.S. Postal
Service records to catch unauthorized changes to users' current or past addresses.

e Credit Protection
o 3-Bureau credit security freeze assistance with blocking access to the credit file(s)
for the purpose of extending credit (with certain exceptions).

e Personal Info Protection
o Helps users find their exposed personal information on the surface web,
specifically on people search sites and data brokers, so that the user can opt
out/remove it. Helps protect members from ID theft, robocalls, stalkers, and other
privacy risks.

! The credit scores provided are based on the VantageScore® 3.0 model. For three-bureau VantageScore® credit
scores, data from Equifax®, Experian®, and TransUnion® are used respectively. Third parties use many different
types of credit scores and are likely to use a different type of credit score to assess your creditworthiness.



e Identity Restoration and Lost Wallet Assistance
o Dedicated ID restoration specialists who assist with ID theft recovery and assist
with canceling and reissuing credit and ID cards.

e Up to $1MM Identity Theft Insurance?

o Provides up to $1,000,000 ($0 deductible) Identity Theft Event Expense
Reimbursement Insurance on a discovery basis. This insurance aids in the
recovery of a stolen identity by helping to cover expenses normally associated

with identity theft.

e Unauthorized Electronic Funds Transfer- UEFT?
o Provides up to $1,000,000 ($0 deductible) Unauthorized Electronic Funds Transfer
Reimbursement. This aids in the recovery of stolen funds resulting from

fraudulent activity (occurrence-based).

Fraud Alerts and Credit Freezes

You may protect yourself from identity theft or other financial losses by monitoring your

financial accounts. You may contact the three credit bureaus to place a fraud alert or freeze on

your accounts. Their contact information is:

EQUIFAX

EXPERIAN

TRANSUNION

P.O. Box 740241

P.O. Box 2104

P.O. Box 2000

Atlanta, GA 30374

Allen, TX 75013

Chester, PA 19022

1-888-766-0008

1-888-397-3742

1-800-680-7289

www.equifax.com

WwWw.experian.com

www.transunion.com

Free Credit Report

You may also receive a free credit report each year from each of these agencies at by
visiting: www.annualcreditreport.com.

Information about Fraud Schemes from Government Authorities

The following links provide information about fraud schemes and how you can protect yourself:

2 Identity Theft Insurance is underwritten by insurance company subsidiaries or affiliates of American International
Group, Inc. or American Bankers Insurance Company of Florida, an Assurant company. The description herein is a
summary and intended for informational purposes only and does not include all terms, conditions, and exclusions of
the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage

may not be available in all jurisdictions.



http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.annualcreditreport.com/

The Utah Attorney General’s STOP FRAUD UTAH website provides information about
fraud and the White-Collar Crime Offender Registry at:
https://www.utfraud.com/

The Utah Division of Consumer Protection provides information about a variety of
common fraud schemes at:
https://dcp.utah.gov/education

The Utah Department of Public Safety and the Statewide Information and Analysis
Center provides resources to protect yourself from cybercrimes at:
https://siac.utah.gov/resources

The Federal Bureau of Investigation provides information about ways to avoid being a
victim of fraud at:
https://www.fbi.gov/how-we-can-help-you/scams-and-safety

The Federal Trade Commission provides consumer advice about protecting yourself
from identity theft and ways to recover if you have been a victim of a crime at:
https://consumer.ftc.gov/features/identity-theft

https://www.identitytheft.gov/#

The Securities and Exchange Commission provides information about protecting your
money at:
https://www.sec.gov,



https://www.utfraud.com/
https://dcp.utah.gov/education/
https://siac.utah.gov/resources/
https://www.fbi.gov/how-we-can-help-you/scams-and-safety
https://consumer.ftc.gov/features/identity-theft
https://www.identitytheft.gov/#/
https://www.sec.gov/

